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8: }
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10: void main ( ){

11: int x = symbolicinput();
12: int z = symbolicinput();
13: int y = z+6;

14: testMe(Xx,y);
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String query = “SELECT account_balance FROM user_data WHERE user_name ="
+ request.getParameter(“‘customerName”);
try{

Statement statement = connection.createStatement;( ... );

ResultSet results = statement.executeQuery( query );
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String custname = request.getParameter(“customerName™); //This should REALLY be validated too
// perform input validation to detect attacks

String query = “SELECT account_balance FROM user data WHERE user name=?;”
PreparedStatement pstmt = connection.prepareStatement( query );

pstmt.setString( 1, custname) ;

ResultSet results = pstmt.executeQuery;( )
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g Sl 1) 6,500 Slygiws gtws (nl a4 Gles (o0 1) W30 oy 2 1) )l (6299 mgiaslip &S
www.remotehostname.com’ && rm -rf “‘data’ g o Ldie 0,5 |, =l 551 Lyl

Dgd oo Sb o data 558 pl

//Obtain a process running an OS Shell
Process proc = Runtime.getRuntime.exec (‘‘sh —1”’);

/[Obtain a stream to send commands to that process

OutputStream programinput = proc.getOutputStream(); robtain some untrusted input
String user input = getUntrUSted Input( );//Create a command with untrusted input, and execute the command
programlnput.write (‘‘ping —c 4’ + userinput + ““\n’’ );
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String js = "javascript: var newscript = document.createElement(\"script\");";
Js += "newscript.src=\"http://www.attack.com/malicious.js\";";
js += "document.body.appendChild(newscript);";

mWebView.loadUrl(js);
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1:public void onClick(View v)}

2. Cursor ¢ = db.query(false, "student”, null, "stdno="" + editText.getText().toString()
+ " null, null, null, null, nul);

Intent mylntent = new Intent(MainActivity.this, SecondActivity.class);

int counter = 1;

mylntent.putExtra("count™, c.getCount());

while (c.moveToNext()) {
mylntent.putExtra(*name" + counter, c.getString(1));
myIntent.putExtra("stdno” + counter, c.getString(0));
myIntent.putExtra("marks" + counter, c.getString(2));

10: counter;++

11: }

12: startActivity(mylntent);

w9yl 30 SQLItE 31 oolisuw! 30 iyl oS digos -F S

1:public void onClick(View view){

2:Snackbar.make(view “your record with name="+  editTextDelete.getText().toString()

+“deleted!!”, Snackbar.LENGTH_LONG).setAction(“Action”, null).show;()

3:int a = db.delete(*“student”,“name="?", new String[]

{editTextDelete.getText().toString ()});

4: if (a==0)

5:  Snackbar.make(view, “your record with name=" + et_del.getText().toString() +
“cant be deleted!!”, Snackbar.LENGTH_LONG).setAction(““Action”,

null).show;()

6: else

7. Snackbar.make(view, “your record with name=" + et_del.getText().toString() + “
deleted!!”, Snackbar.LENGTH_LONG).setAction(“Action”, null).show;()

8: }
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query )

queryWithFactory Y

rawQuery Y

rawQueryWithFactory | ¥

update N

updateWithOnConfilict | 7

delete Y

execSQL A
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) Java Decompiler - MainActivity.class - DO
File Edit Mavigate Search Help
=a-24
Samplejar =
-5 android.support MainActivity.class -
. corm.ssaurelparsejson
e E\‘ . p. s loadvVideos (false); A
- [1] BuildConfig 1
- [1] Imageloader
=B0] MainActivity public void loadVideos [boolean paramBoolean)
-3 MainActivity I
- 85 URL: String new RayncTask()
o mbDialog: PregressDialog {
.u mVideosAdapter : VideosListAdapter protected 3tring deInBackground(Void[] paramRnonymousArray0fVoid)
. o mVideosLv: ListView { _
. . . String str = "http://gdata.ycutube.com/feeds/api/videcs?g=$QUERY$sv=2smax-results=40:
. 0 videos: List<Video> X : X .
. return Mainlctivity.this.reguestContent{atr);
- @ convertStreamToString(InputStream) }
- @ 1sMull{String] : boolean
- @ loadVideos() : void protected void cnPostExecute (String paramfnonymousString)
@ loadVideos(boolean) : void {
& onCreate(Bundle) : void Mainkctivitv.this.videos = new Arraylist():
- @ requestContent(String) : String try
{
-[I] R
= % Util JS0NArray localJSONArray = new JS50NObkject (paramBnonymousString) .getJS0NCkject ("dat:
-] Utils For (int i = 0; ; i+4)
@[] Video I
F- [J] VideosListAdapter int j = localJSONArray.length():
if {1 »>= ]}
{
labeld9: MainActivity.this.mVideosAdapter = new VideosListAdapter(Mainfctivity
MzinRctivity.this.mVidecslv.sethdapter (Mainhctivity.this.rVideoshdapter);
Utils.dismissDizlog({Mainfkctivity.this.mDialog);
return;
}
J50N0kject localJSONCbject = localJSONMArray.getJ3ONCbject(i):
Wideo localVidec = new Videco(localJdSCNObject.getString("title™), localJSONCbject. .
< >
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1: public class DummyMain {

2 public static void main(String[] args) {

3 MunchLifeActivity mla=new MunchLifeActivity();
4: mla.onCreate(null);

5 mla.onStart();
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package android.widget;
import android.app.Activity;
import android.view.View;
import gov.nasa.jpf.symbc.Debug;
public class EditText extends View {
String content;
public EditText(String id) {this.content = Debug.makeSymbolicString(id);}
public Object getText(){return content;}
public void setOnKeyL.istener(OnKeyListener keyL) {}

public void setOnFocusChangeL.istener (OnFocusChangeL.istener
onFocusChangeL.istener){}

public Object getWindowToken(){return null;}
public void requestFocus{ }

public void setText(String text) {this.content=text;}
public void clearFocus(){ }

public void addTextChangedListener(Activity a){ }
public void setError(Object object) { }
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1: public void TestofApp() throws Exception {
2: Activity ma = Robolectric.setupActivity(MunchLifeActivity.class);
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1: public class dummyMain {

2 public static void main(String[] args) {

3 MainActivity ma=new MainActivity();

4 ma.onCreate(null);

5: Button b= (Button) ma.findViewByld(R.id.button);
6 b.performClick();

;

8:

}
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public Cursor rawQueryWithFactory(CursorFactory cursorFactory, String sgl, String][]
selectionArgs, String editTable,
CancellationSignal cancellationSignal) { return new Cursor() {
public void setExtras(Bundle extras) { }
public Bundle respond(Bundle extras) {
return (Bundle) Debug.makeSymbolicRef("dbCursor.Bundle", extras);}
public boolean requery() {
return Debug.makeSymbolicBoolean("dbCursor.requery()");}
public boolean moveToPrevious() {
return Debug.makeSymbolicBoolean("dbCursor.moveToPrevious()");}
public boolean moveToPosition(int position) {
return Debug.makeSymbolicBoolean( dbCursor.moveToPosition()");}

SQL.iteDatabase s gl ouud dudgs (ples MOCK (IS 31 (gu5 455 4-F i

YT Sl ol yon cpaolei-ligy sl ¥-Y-F



@laiig )6l o loz Jad

eizmad oeid ;S L )0 (poles | (BAILTEXE Mie) oy (slosgyg (6] Larseis gl
B 4 S Sl b pupd o aslol 1) aol (gl >l adlge ol j0 (020,5 a8lol SPF & o ddlge SO
ol 4 SQL 32,5 s ndymem! (i 6l Lo 0051 sy 008l s 2 (QUETY Do) 2y ]
(9= opoled D30 50 oS (o0 syt |y Gl & 93355 G092 poles ol &5 sl 25
o=l 4 il (noled pdycanl @b (53959 ST om0 LS 1) pdican] Wb o9 sl
Sl oz gmp 0 &S (Fige 3 Cawl 00,50 ahal ) 1l 4y (65,9 yite ugidely 45 Cawline
g Sl 00,5 oolatwl (6ol ,b 2l 5l o gidelip a5 Canline (pl 4 bl Ao D99 €T s g5 0uls
Bl 397y (izme 5 &l (6999 (g eoled Dyge pd Lubls Sl S5z g (6 pdy o] I
L 1t G (025Les MOCK) (125 oo colod | iyl & (29,5 929 ) €O annss
4SS 5y9—0 50 pumy (TEXTVIEW Mio) Sledbl cis molgs 51 (So 4 a5 Jloj b et o dslol
oetS oo kel 1) ko gl 3 050 leMbl il iy o cyoles MOCK 5w sl (g5
hic g iyl b G by 4y oo i ol awlid qrate b dwlid ol ledbl o)

SS 6l ol ol >, diged VomF S 0 Cenl ugidel p Jawg (69959 ool als b ol

----------------------------------- Vulnerability Detection Result---- -

---STACK TRACE OF CURRENT APPLICATION RUN FOR CATCHING VULNERABILITY -------

1) android.database.sqglite.SQL.iteDatabase.rawQueryWithFactory
(SQLiteDatabase$CursorFactory,String,String[],String,CancellationSignal)

2)android.database.sqlite. SQL iteDatabase.rawQuery(String,String[1)
3) com.example.lab.testak _textinput.MainActivity$2.onClick(View)
4)com.example.lab.testak _textinput.dummyMain.main(Stringl[])

S END OF STACK TRACE--rnmrnmrmmrmmrmmrmmem o

INFO OF INPUTS OF APP THAT CAUSE INJECTION VULNERABILIT----------

1)R.id.editText developer sanitizer for this input is OFF
-------------------------- —————END OF NAME OF IDS

1)Method is android.widget. TextView.setText()

END OF OBJECT INFO-———— e _—

SQL &1, sy (auded 1y I3l (29,5 diged Vo-F JSi

4



@laiig )6l o loz Jad

o OMT ).a\.bw.uj g_i.ol.,).:

2970 Oliwe o2 Syt l8le P a3l F-Y-F
olo;l oo RODOIECHHIC 15l L 1) aslp couo,9] Cowas cppoleibigy g L] Judow 51 aS Sledlbl b
30 Sl sl @ 5ls 4 conl oads &l saug,08l ool 9051 j9late 4 RObDOlECENIC |30l
VA-F JSio jo 098 0ols oyl s g3l 0550 e b Sl5l ol 5l eslaiul (gl .00 0y g 0l Jauee
ooliiwl Lol Jdoss 9,5 5l Le 0,90 () (sl .ol o0l RODOIECHHIC jo jls yo 00 oS d3ges
Lz AF o ¥ Ls) auols RoboIeCtric a1, sosl cawss dummyMain oS Slee § w23,5
OS5 wges MV-F JSo ¥ L L A-F S 0 a3 RODOIECENIC [0 1o o g0 oS 59 VV-F S ¥
2 8,0, aS aSges VV-F JSCn Y s L A-F JSCi # s 4 Robolectric jo s, e, g0
9y 4 €@ or ‘=1 e slaar s, U ccwl oY imen (cwl SGRODOlECtriC
0 dges WV -F IS # las) 0edce ol 5 570 g Yoors a5 ety dclyy i o]

ovalive |, TEXIVIBW xy cotd @b (29,5 2970 o) sl (RODOIECHrIC j5 1o 10 40

1: public void SqllnjectionExploitability() throws Exception {
Activity ma = Robolectric.setupActivity(MainActivity.class);
Button b= (Button) ma.findViewByld(R.id.button);

EditText et = (EditText) ma.findViewByld(R.id.editText);
TextView tv = (TextView) ma.findViewByld(R.id.textview);
et.setText("a' or '1'="1");

b.performClick();

Logger.error((String) tv.getText(),null);
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setContentView(R.layout.activity_main);
setTitle("Ehsan");

Button b=
findViewByld(R.id.button_submit);
EditText et= (EditText) findViewByld(R.id.edit_text);
final String etStr = et.getText().toString();
b.setOnClickListener(new View.OnClickListener() {
@Override

public void onClick(View view) {

setTitle(etStr);

assert(false);

}

ok

}

}
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public class MainActivity extends
AppCompatActivity{
@Override
protected void

onCreate(BundlesavedInstanceState){
super.onCreate(saved InstanceState);
setContentView(R.layout.activity _main);
Toolbar
toolbar=(Toolbar)findViewByld(R.id.toolbar);
setSupportActionBar(toolbar);

FloatingActionButton
fab=(FloatingActionButton)findViewByld(R.id.f
ab);

fab.setOnClickListener(new
View.OnClickListener()

{

@Override

public void onClick(View view){
Snackbar.make(view, "Replacewithyourownactio
n",Snackbar.LENGTH_LONG).setAction("Actio
n",null).show();

}

}
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public class MainActivity extends AppCompatActivity

{

@Override
protected void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);



EditText
et=(EditText)findViewByld(R.id.editText);
String st=et.getText().toString();

if(st.charAt(0)=="a"){
assert(false);

}

FloatingActionButton
fab=(FloatingActionButton)findViewByld(R.id.f
ab);
fab.setOnClickListener(newView.OnClickListen
er({

@Ovwerride

public void onClick(View view){
Snackbar.make(view, "Replacewithyourownactio
n",Snackbar.LENGTH_LONG)
.setAction("Action”,null).show();

}

ok

}

@Override
Public  boolean
menu){
getMenulnflater().inflate(R.menu.menu_main,me
nu);

return true;

}

onCreateOptionsMenu(Menu

@Override

Public

OptionsltemSelected(Menultem item){
int id=item.getltemld();

booleanon

if(id==R.id.action_settings){
return true;

}

return super.onOptionsltemSelected(item);
}
}

AY

@Override
public  boolean
menu){
getMenuInflater().inflate(R.menu.menu_main,me
nu);

return true;

}

onCreateOptionsMenu(Menu

@Override

public

onOptionsltemSelected(Menultem item){
int id=item.getltemld();

boolean

if(id==R.id.action_settings){
return true;

}

return super.onOptionsltemSelected(item);

}
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public class MainActivity extends
AppCompatActivity{

@Override

Protected void onCreate(Bundle

saved InstanceState){

super.onCreate(saved InstanceState);
setContentView(R.layout.activity _main);
Toolbar
toolbar=(Toolbar)findViewByld(R.id.toolbar);
setSupportActionBar(toolbar);



@Override

public void onClick(View v){
if(st.charAt(0)=="a"){
assert(false);

}

}

b

}

@Override
public  boolean
menu){
getMenulnflater().inflate(R.menu.menu_main,me
nu);

return true;

}

onCreateOptionsMenu(Menu

@Override

public

onOptionsltemSelected(Menultem item){
int id=item.getltemld();

boolean

if(id==R.id.action_settings){
return true;

}

return super.onOptionsltemSelected(item);
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public class MainActivity extends
AppCompatActivity{

@Override

protected void onCreate(Bundle

savedInstanceState){
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public class MainActivity extends
AppCompatActivity{

@Override

protected void onCreate(Bundle

savedInstanceState){
super.onCreate(savedInstanceState);
setContentView(R.layout.activity _main);
Toolbar
toolbar=(Toolbar)findViewByld(R.id.toolbar);
setSupportActionBar(toolbar);

EditText
et=(EditText)findViewByld(R.id.editText);
Final String st=et.getText().toString();

FloatingActionButton
fab=(FloatingActionButton)findViewByld(R.id.f
ab);
fab.setOnClickListener(newView.OnClickListen
er({

@Override

public void onClick(View view){
Snackbar.make(view,"Replacewithyourownactio
n",Snackbar.LENGTH_LONG)
SsetAction("Action”,null).show();

}
b

Button b=(Button)findViewByld(R.id.button);
b.setOnClickListener(newView.OnClickListener(

It



@Override
public  boolean
menu){
getMenulnflater().inflate(R.menu.menu_main,me
nu);

return true;

}

onCreateOptionsMenu(Menu

@Override

public

onOptionsltemSelected(Menultem item){
int id=item.getltemld();

boolean

if(id==R.id.action_settings){
return true;

}

return super.onOptionsltemSelected(item);

¥
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public class MainActivity extends
AppCompatActivity {

@Override

protected void onCreate(Bundle

savedInstanceState) {
super.onCreate(saved InstanceState);
setContentView(R.layout.activity main);

AD

super.onCreate(savedInstanceState);
setContentView(R.layout.activity _main);
Toolbar
toolbar=(Toolbar)findViewByld(R.id.toolbar);
setSupportActionBar(toolbar);

EditText
et=(EditText)findViewByld(R.id.editText);
final String st=et.getText().toString();

final SQLiteDatabase db =
openOrCreateDatabase("'StudentDB",Context.M
ODE_PRIVATE,null);

db.execSQL("CREATE TABLE IF NOT
EXISTS student(stdno VARCHAR,name
VARCHAR, marks VARCHAR);");
db.execSQL("INSERT INTO student VALUES
('9031066','ehsan’,”20"";

db.execSQL("INSERT INTO student VALUES
('9031068','hamid','19"";

db.execSQL("INSERT INTO student VALUES
('9031806','seyed',”20™";

FloatingActionButton
fab=(FloatingActionButton)findViewByld(R.id.f
ab);

fab.setOnClickListener(new
View.OnClickListener(){

@Override

public void onClick(View view){
Snackbar.make(view,"Replacewithyourownactio
n",Snackbar.LENGTH_LONG)
.setAction("Action”,null).show();

}
b

Button b=(Button)findViewByld(R.id.button);
b.setOnClickListener(new
View.OnClickListener(){

@Override

public void onClick(View v){
db.execSQL("SELECT * FROM student where
stdno=""+st+""");



getMenulnflater().inflate(R.menu.menu_main,
menu);
return true;

}

@Override

public

onOptionsltemSelected(Menultem item) {
/I Handle action bar item clicks here. The action
bar will

/I automatically handle clicks on the Home/Up
button, so long

/I as you specify a parent
AndroidManifest.xml.

int id = item.getltemld();

boolean

activity in

/Inoinspection SimplifiablelfStatement
if (id == R.id.action_settings) {
return true;

}

return super.onOptionsltemSelected(item);
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public class SecondActivity
AppCompatActivity {

extends

@Override

protected void
savedInstanceState) {
super.onCreate(saved InstanceState);
setContentView(R.layout.activity second);
int id = getIntent().getIntExtra("ID",0);
if(id==125) {

Log.e("TEST","ERROR FOUND!!!"Y;
assert (false);

¥
¥
¥

onCreate(Bundle
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Toolbar toolbar =
findViewByld(R.id.toolbar);
setSupportActionBar(toolbar);

(Toolbar)

EditText
findViewByld(R.id.editText);
final String st =et.getText().toString();

et=(EditText)

FloatingActionButton fab =
(FloatingActionButton) findViewByld(R.id.fab);
fab.setOnClickListener(new
View.OnClickListener() {

@Override

public void onClick(View view) {
Snackbar.make(view, "Replace with your own
action", Snackbar.LENGTH_LONG)
.setAction("Action”, null).show();

}

b

Button b= (Button) findViewByld(R.id.button);
b.setOnClickListener(new
View.OnClickListener() {

@Override

public void onClick(View v) {
if(st.charAt(0)!="a) {

Intent myIntent = new Intent(MainActivity.this,
SecondActivity.class);

mylntent.putExtra("ID", 125);
startActivity(myintent);

}

}

ok

@Override
public  boolean
menu) {

/I Inflate the menu; this adds items to the action
bar if it is present.

onCreateOptionsMenu(Menu



if(st.charAt(0)!="a) {

Intent mylIntent = new Intent(MainActivity.this,
SecondActivity.class);

myIntent.putExtra("ID", 125);
startActivity(myintent);

}

}

b

@Override
public  boolean
menu) {

/I Inflate the menu; this adds items to the action
bar if it is present.
getMenulnflater().inflate(R.menu.menu_main,
menu);

return true;

}

onCreateOptionsMenu(Menu

@Override

public

onOptionsltemSelected(Menultem item) {
/I Handle action bar item clicks here. The action
bar will

/I automatically handle clicks on the Home/Up
button, so long

/I as you specify a parent
AndroidManifest.xml.

int id = item.getltemld();

boolean

activity in

/Inoinspection SimplifiablelfStatement
if (id == R.id.action_settings) {
return true;

}

return super.onOptionsltemSelected(item);

}

}

public class SecondActivity extends
AppCompatActivity {

@Override

AY
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public class MainActivity extends
AppCompatActivity {

@Override
protected void onCreate(Bundle

savedInstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.activity _main);
Toolbar toolbar =
findViewByld(R.id.toolbar);
setSupportActionBar(toolbar);

(Toolbar)

EditText
findViewByld(R.id.editText);
final String st =et.getText().toString();

et=(EditText)

FloatingActionButton fab =
(FloatingActionButton) findViewByld(R.id.fab);
fab.setOnClickListener(new
View.OnClickListener() {

@Override

public void onClick(View view) {
Snackbar.make(view, "Replace with your own
action", Snackbar.LENGTH_LONG)
.setAction("Action”, null).show();

}
b

Button b= (Button) findViewByld(R.id.button);
b.setOnClickListener(new
View.OnClickListener() {

@Override

public void onClick(View v) {



db.execSQL("INSERT INTO student
VALUES('9031068','hamid','19");");
db.execSQL("INSERT INTO student
VALUES('9031806','seyed’,'20");");
final TextView tv = (TextView)

findViewByld(R.id.textview);

FloatingActionButton fab =
(FloatingActionButton) findViewByld(R.id.fab);
fab.setOnClickListener(new
View.OnClickListener() {

@Override

public void onClick(View view) {
db.execSQL("DELETE FROM student");
Snackbar.make(view, "ALL Records Deleted!!",
Snackbar.LENGTH_LONG)

.setAction("Action”, null).show();

}
b

Button b= (Button) findViewByld(R.id.button);
b.setOnClickListener(new
View.OnClickListener() {

@Override

public void onClick(View v) {

final String st =et.getText().toString();
Cursor  c=db.rawQuery("SELECT *
student where stdno=""+st+"", null);
String buffer=new String();
while(c.moveToNext())

{

buffer+="stdno: "+c.getString(0)+"\n";
buffer+="Name: "+c.getString(1)+"\n";
buffer+="Marks: "+c.getString(2)+"\n\n";
}

tv.setText(buffer);

}

ok

FROM

@Override

AA

protected void
savedInstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.activity _second);
int id = getintent().getIntExtra("ID",0);
if(id==125) {

Log.e("TEST","ERROR FOUND!!");
assert (false);

}

}

}

onCreate(Bundle
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public class MainActivity extends
AppCompatActivity {

@Override

protected void onCreate(Bundle

savedInstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.activity _main);
Toolbar toolbar =
findViewByld(R.id.toolbar);
setSupportActionBar(toolbar);

(Toolbar)

final EditText
findViewByld(R.id.editText);

et=(EditText)

final SQLiteDatabase
db=openOrCreateDatabase(*'StudentDB",
Context. MODE_PRIVATE, null);
db.execSQL("CREATE TABLE IF NOT
EXISTS student(stdno VARCHAR,name
VARCHAR,marks VARCHAR);");

db.execSQL("INSERT INTO student

VALUES('9031066','ehsan’,"20");");



@Override

protected void
savedInstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.activity _main);
Toolbar toolbar =
findViewByld(R.id.toolbar);
setSupportActionBar(toolbar);

onCreate(Bundle

(Toolbar)

final EditText
findViewByld(R.id.editText);

et=(EditText)

final EditText et_del= (EditText)
findViewByld(R.id.editText_del);
final SQLiteDatabase

db=openOrCreateDatabase(*'StudentDB",
Context. MODE_PRIVATE, null);
db.execSQL("CREATE TABLE IF NOT
EXISTS student(stdno VARCHAR,name
VARCHAR,marks VARCHAR);");

db.execSQL("INSERT INTO student
VALUES('9031066','ehsan’,'20";");
db.execSQL("INSERT INTO student
VALUES('9031068','hamid','19");");
db.execSQL("INSERT INTO student

VALUES('9031806','seyed’,'20");");

FloatingActionButton fab =
(FloatingActionButton) findViewByld(R.id.fab);
fab.setOnClickListener(new
View.OnClickListener() {
@Override

public void onClick(View view) {
Snackbar.make(view,  "your
name="+et_del.getText().toString()+"
Snackbar.LENGTH_LONG)
setAction("Action”, null).show();
int a=db.delete("student","name="?",new
String[]{et_del.getText().toString(});

if(a==0)

record with
deleted!!”,

A4

public  boolean
menu) {

/I Inflate the menu; this adds items to the action
bar if it is present.
getMenulnflater().inflate(R.menu.menu_main,
menu);

return true;

}

onCreateOptionsMenu(Menu

@Override

public

onOptionsltemSelected(Menultem item) {
// Handle action bar item clicks here. The action
bar will

/[ automatically handle clicks on the Home/Up
button, so long

/I as you specify a parent
AndroidManifest.xml.

int id = item.getlitemld();

boolean

activity in

/Inoinspection SimplifiablelfStatement
if (id == R.id.action_settings) {
return true;

}

return super.onOptionsltemSelected(item);
}
}
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public class extends

AppCompatActivity {

MainActivity



getMenulnflater().inflate(R.menu.menu_main,
menu);
return true;

}

@Override

public boolean
onOptionsltemSelected(Menultem item) {

/I Handle action bar item clicks here. The action
bar will

/I automatically handle clicks on the Home/Up
button, so long

/I as you specify a parent activity in
AndroidManifest.xml.

int id = item.getltemld();

/Inoinspection SimplifiablelfStatement
if (id == R.id.action_settings) {
return true;

}

return super.onOptionsltemSelected(item);

¥
¥

public class SecondActivity extends
AppCompatActivity {

@Override

protected void
savedInstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.activity second);
int counter = 1;

String s=""

while(counter-
1<getintent().getIntExtra("count™,0)) {
s+=getintent().getStringExtra("name"+counter)+"
\n";
s+=getIntent().getStringExtra(*'stdno"+counter)+"
\n";
s+=getIntent().getStringExtra("marks"+counter)+
"\n"

counter++;

}

onCreate(Bundle

Snackbar.make(view,  "your  record  with
name="+et_del.getText().toString()+"cant be
deleted!!", Snackbar.LENGTH_LONG)
setAction("Action”, null).show();

else

Snackbar.make(view,  "your  record  with
name="+et_del.getText().toString()+" deleted!!",
Snackbar.LENGTH_LONG)
setAction("Action”, null).show();

}
b

Button b= (Button) findViewByld(R.id.button);
b.setOnClickListener(new
View.OnClickListener() {

@Override

public void onClick(View V) {

Cursor c=
db.query(false,"student”,null,"stdno=""+et.get Tex
t().toString()+"™",null,null,null,null,null);

Intent mylIntent = new Intent(MainActivity.this,
SecondActivity.class);

int counter=1;

myIntent.putExtra(“"count”, c.getCount());
while(c.moveToNext()) {
myIntent.putExtra(""name"+counter,
c.getString(1));
myIntent.putExtra("'stdno"+counter,
c.getString(0));
myIntent.putExtra("marks"+counter,
c.getString(2));

counter++;

}
startActivity(myIntent);

@Override

public boolean onCreateOptionsMenu(Menu
menu) {

/I Inflate the menu; this adds items to the action
bar if it is present.



)

((TextView)findViewByld(R.id.textView?2)).setT
ext(s);

}

}



Abstract

Abstract

From Smart phone Operating Systems, Android is the most popular one. Android is
open source, SO we can access to codes and framework libraries. Concolic
Execution used for testing softwares. This procedure has perfect code coverage and
has the ability to detect bugs and vulnerabilities precisely, without false positive.
Testing Android Apps is challenging due to event-driven nature and depending to
SDK. In addition, unlike Java programs these apps have not any main method.
Also, there is not any Android Concolic engine till now. In this work, we peresent a
technique for detecting SQL injection vulnerability with SPF engine.

In this research, we present a heuristic method for Concolic Execution of Android
Apps. This method make Concolic Execution guided and optimized. With ICFG
and backward traversal of it, we push best path information to a stack. Then we use
this stack in Concolic Execution for making it targeted in order to reduce testing
overhead. For evaluation of our tool, we use 10 self designed and 4 Sig-Droid’s
testcases Apps. Results shows that our tool is faster in finding errors.

In this work, we present a method for detecting injection vulnerabilities in Android
Apps with Concolic Execution and taint analysis. With static analysis, call graph
and backward traversal of it, we extract desirable pathes for detection analysis.
With idea of using Mock classes, we alleviate event-driven and path explosion
challenges. For evaluation of our tool, we use 10 self designed and 140 F-Droid
repository Apps. Overall result shows that 11 Apps are vulnerable to SQL
injection.

Key Words: Concolic Execution, Guided Concolic Execution, Vulnerability
Detection, Injection Vulnerability, Android Apps.
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